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information Security Management Policy

Purpose:
To establish a comprehensive Information Security Management framework for safeguarding the
confidentiality, integrity, and availability of the Bank’s information assets, ensuring protection against
unauthorized access, disclosure, alteration, and destruction, and to ensure comphance wﬁth applicable
regulatory and statutory requirements. A

Scope:
This policy applies to all information assets, IT systems, applications, employees, directors, contractual
staff, and third-party service providers across all branches and offices of the:Bank.

Policy:

e The Bank shall adopt a risk-based Information Security Management approach to identify,
assess, and mitigate information security risks.

e The framework shall be aligned with RBI Cyba"r Security guidelines and other applicable
regulatory requirements. 7N

e Periodic information security risk assessments vulnerablhty assessments, and security reviews
shall be conducted to ensure effect[veness of controls.

1. Data Backup

Purpose:

To ensure that the Bank’s data is securely backed up and can be reliably restored in the event of
system failure, data loss;.or d F&aster thereby maintaining data availability, accuracy, and continuity of
operations. It also<aims to- minimize downtime, prevent loss of critical information, and support
smooth functioning of anking services during unexpected disruptions.

Scope:
This policy apphes to all critical data, databases, apphcatuons and IT systems of the Bank, including
data stored at'branches, data centers, and disaster recovery (DR) sites.

Policy:

e The Bank shall implement a structured backup mechanism, including daily incremental backups
and periodic full backups of all critical systems and data.
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« Backup data shall be securely stored at an offsite location and/or Disaster Recovery (DR) site to
ensure redundancy and business continuity.

o All backup data shall be encrypted and protected against unauthorized access, alteration, or
loss.

« Periodic testing of backup restoration shall be conducted to ensure data integrity and recovery
readiness.

o Backup retention periods shall be defined in line with regulatory, legal
requirements.

Email Security

Purpose: /
To ensure the secure and appropriate use of the Bank’s email sys»temsﬁ to protect against threats
such as phishing, malware, spam, data leakage, and unauthonzeg access, thereby safeguarding
sensitive information and maintaining the integrity of commumcatlon

Scope:
This policy applies to all employees, directors, contractt taff, and authorized users who access or
use the Bank’s official email systems, whether frbm office premises or remote locations.

Policy:

e The Bank shall deploy secure emai!( infrastructure with controls such as spam filtering, anti-virus, anti-
phishing, and malware protectioﬁ‘ mechanisms.

e Official email accounts shall be 'uéed strictly for authorized business communication. Use of personal
email IDs for official pumo rsws,trlctly prohibited.

e Transmission of cgnfaﬁentia! or sensitive information through email shall be protected using encryption
or other approve&’ currty controls.

e Users shall exercnse caution while opening emails, attachments, or links, especially from unknown or
unverified. saurces

@ Auto-fgrwardfng of official emails to external email accounts shall be disabled or allowed only with
prdg r amhorlzatnon

° Ema|l attachments shall be scanned automatically, and high-risk file types may be blocked.

o The Bank reserves the right to monitor, log, and review email usage for security, audit, and compliance
purposes.

e Phishing attempts, suspicious emails, or security incidents must be reported immediately to the IT
Department.

e Email retention and archival shall be maintained in-accordance with regulatory and legal requirements.
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Network Security

Purpose:

- To ensure the security, reliability, and integrity of the Bank’s network infrastructure by protecting it
from unauthorized access, cyber threats, and disruptions, thereby ensuring safe and continuous
banking operations.

Scope: .

This policy applies to all network infrastructure, including routers, switches, flrewalls communlcatlon
links, wireless networks, and all systems connected to the Bank’s internal and external networks across
branches and offices.

Policy:

* The Bank shall implement layered network security cor;tr’ols,f including firewalls, Intrusion
Detection/Prevention Systems (IDS/IPS), and secure gateways

» Network segmentation shall be enforced to separate: crltlcal systems, internal networks and
external/public-facing systems.

« Secure communication protocols shall be used for data transmission, and unsecured services
shall be disabled. :

e Remote access to the Bank’s network shall-be permitted only through secure VPN with strong
authentication mechanisms. £ N

e Wireless networks, if used, shall,{be“é“secured with strong encryption and access controls.

» Regular Vulnerability Assessment and Penetration Testing (VAPT) shall be conducted to identify
and mitigate network vulnerabilities.

» Network devices shall be securely conflgured and default passwords/settmgs shall be changed.

« Continuous momtormg of network traffic and logs shall be carried out to detect suspicious
activities. e

« Unauthorized devices shall not be allowed to connect to the Bank’s network.

Antjvirus Rolicy
Purpose

» To protect the Bank’s IT systems from viruses, malware, ransomware, and cyber threats
» To ensure secure and uninterrupted banking operations
» To comply with RBI cyber security guidelines

~
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Scope

e Applicable to:
o All desktops, servers, laptops

o All endpoint devices connected to Bank network
o All devices and users accessing the bank’s systems and resources

Policy

» All systems shall have licensed antivirus software installed.

e Antivirus software shall be updated regularly with latest virus definitions.

e Real-time protection shall be enabled on all systems.

o Full system scans shall be performed periodically.

e Unauthorized software installation shall be restricted.

« USB and removable media shall be scanned before use.

« Systems shall be protected against malware, ransom\ic;é}é, and spyware threats.
» Antivirus alerts and logs shall be monitored regularly. '
« Infected systems shall be immediately isolated and cleaned.

e Only authorized IT personnel shall-manage antivirus settings.

* Antivirus software shall not be disabled B:ycuse'lrs.

e All endpoint devices shall comply with security configuration standards.

« Policy compliance shall be reviewed periodically.

Patch Management Policy\ AN

Purposé

To ensure that all systems and software in the Bank are regularly updated with the latest security
patches to protect against vulnerabilities, cyber threats, and system failures.

Scope A
This policy applies to:

o All desktops, laptops, and servers
» All software, applications, and operating systems
e All branches and Head Office
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« All systems must be regularly updated with latest security patches and updates.

e Patch management shall be handled only by the IT Head or authorized IT personnel.

e Automatic updates should be enabled wherever possible.

e Critical security patches must be applied on priority without delay.

 Patches should be tested (if required) before applying to critical systems like serve QCB

o All updates and patches must be properly recorded and documented. R, o

» Systems that are not updated regularly shall be identified and corrected mmed}ately

* Unsupported or outdated software/systems should be upgraded or remi

» Endpoint management/patch management tools (if available) shoniﬁd
control. :

ved.

“used for centralized

e Patch status should be monitored regularly to ensure com&hance
e Any patch-related issues or failures must be reported to IT |mmed|ately e

Software Installation Policy

Purpose: LN
3 « %
W, (',

The purpose of this policy is to ensure that onfv authorlzed licensed, and secure software is installed
on the Bank’s systems. This helps in proteé’cmg fhe Bank’s IT infrastructure from security threats,
malware, data breaches and ensures comphar‘rce with regulatory (RBI) guidelines.

Scope

» All employees, sf;xaff; hd Users of the Bank

e All IT assets: mcla&%;gldesktops laptops, servers, and other devices connected to the Bank’s
network :

e All software, gp[.flications, tools, and utilities installed or used within the Bank

.
o
=

<

e All software installations must be based on business requirements.
e Only the IT Head or authorized personnel shall have the rights to install or authorize the
installation of any software.
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o Administrative privileges (admin- password) shall be strictly restricted. Only authorized
personnel having access to admin credentials are permitted to install or approve installation of
software.

o End-users are strictly prohibited from installing, downloading, or using any unauthorized
software or applications.

« Only genuine, licensed, and approved software shall be installed and used in the Bank.

« Allinstalled software must be recorded and maintained in the Software Inventg,r\ifligégiéter.

« Unauthorized or unlicensed software, if detected, shall be removed immgdiatégw;,ﬁ"hvd reported
to management. . p

e Periodic checks, monitoring, and audits shall be conducted by the

Department to ensure
compliance with this policy. '

« Any violation of this policy shall be treated as a security br@aé a;gad,may attract disciplinary
action. A

Purpose

The purpose of this policy is to establish a fr@gnew tk for monitoring and maintaining appropriate
environmental conditions within the Bank’s Qaté%@e’rf\tre and Server Rooms to ensure the continuous,
secure, and reliable-operation of IT systems and Core Banking infrastructure.

This policy aims to:

» Prevent system failures.due to adverse environmental conditions
o ‘Protect IT assets from damage caused by temperature, humidity, fire, power issues, or water
leakage \ Y

« Ensure busir er{?t'inuity and minimize operational disruptions

« Comply with RBI'guidelines on cyber security and IT infrastructure management

Scope
This policy applies to:

e All Data Centres, Server Rooms, and Network Rooms of the Bank

o AllIT equipment including servers, storage devices, network devices, and power systems

« All employees, IT staff, and third-party vendors responsible for managing or accessing the
Bank’s IT infrastructure

\‘\AHAV@ 6|Page
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Policy

3.1 Environmental Controls

e The Bank shall maintain appropriate environmental conditions in all Data Centre/Server Rooms:
o Temperature: 18°C to 24°C
o Humidity: 40% to 60%

e Adequate air-conditioning systems shall be installed and operated on a 24x7 b@ms » b

3.2 Power Management R/

?i.lPS) systems

o  All critical IT systems shall be supported by Uninterruptible Power Stm
o Backup power through generators/inverters shall be ensured. ¢ /

o Voltage fluctuations and power irregularities shall be mom‘fe;e@%ﬁﬁ controlled

3.3 Fire Detection and Suppression

e Data Centre/Server Rooms shall be equipped wuth 4
o Smoke detectors and fire alarms .
o Fire extinguishers (preferably CO”; type)

» Fire safety equipment shall be perlod,!gally‘t‘ested and maintained

3.4 Water Leakage Protection

e IT infrastructure shall be pegzguff’fﬁ!%ed to avoid exposure to water leakage
e Preventive measures”@h{‘éu\bﬁ‘t’aken to avoid seepage, flooding, or accidental water exposure

e
7

3.5 Monitoring Megpar%? (

+ Environmental p*arameters such as temperature, humidity, and power shall be continuously
morﬁimd«“z%hmugh manual checks or automated systems
o Alerts (8MS/email) shall be configured for abnormal conditions, wherever feasible

3.6 Physical Security

o Access to Data Centre/Server Rooms shall be restricted to authorized personnel only
e CCTV surveillance shall be implemented wherever feasible

4
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3.7 Housekeeping and Maintenance

e Server rooms shall be maintained in a clean and dust-free condition
e No food, liquids, or unauthorized materials shall be allowed inside
e Periodic maintenance of AC, UPS, and other infrastructure shall be carried out

3.8 Incident Management

e
7

» Any deviation from prescribed environmental conditions shall be treated- as.an m@tdent

« Immediate corrective action shall be taken to prevent system damage (

e Major incidents shall be reported to management as per incident repof‘t}n@procedures

3.9 Compliance and Audit

 The policy shall be reviewed periodically and updated as requir |
e Compliance shall be verified through internal/extern f’ﬁdlts

Wireless Security Policy

Purpose

The purpose of this policy is to ensuref%é‘sécure deployment, configuration, and usage of wireless
networks (Wi-Fi) within the Bank tQQl’eVéﬁt unauthorized access, data breaches, and cyber threats.

This policy aims to:

e Protect sensutlve Bank«mg data transmitted over wireless networks
e Prevent unauthovized access to internal systems
e Ensure con’mhance with RBI cyber security guidelines

Scope

G,

This policy abplies to:

e All wireless networks (Wi-Fi) deployed within the Bank
e All access points, wireless controllers, and related devices
e Allemployees, vendors, and users accessing BankWi-Fi

8|Page
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» All wireless networks shall use WPA2/WPA3 encryption with strong passwords.
» Default SSID names and credentials shall be changed.

» Separate Wi-Fi networks shall be maintained for internal and guest users.

» Guest networks shall be isolated from core banking systems.

» Access shall be restricted to authorized users/devices only.

e Wireless access logs shall be maintained and monitored. My, st
e Only approved access points shall be used; rogue devices shall be removed
e Firmware updates and security patches shall be applied regularly.

* Sharing of Wi-Fi credentials and use of unauthorized hotspots is prohfmf‘ed '
* Policy compliance shall be reviewed periodically.

Network Security Policy

Purpose

The purpose of this policy is to establish a framework f’o; protectmg the Bank’s network infrastructure
from cyber threats, unauthorized access, and data breaches

This ensures:

« Confidentiality, integrity, and avallabl ity of information
e Secure operation of banklng svs;ems
e Compliance with RBF and reguiatory requirements

e AII rfatwérk devices such as routers, swntches flrewalls IDS/IPS
e All employees, vendors, and third parties accessing the Bank’s network

Policy

» Network access shall be restricted to authorized users with role-based controls.
e Firewalls shall be implemented to allow only necessary traffic.

o
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o Critical systems shall be segregated using VLANs or equivalent controls.

« Default configurations shall be changed and unused services disabled.

o Network activities shall be continuously monitored and logged.

« All network devices shall be regularly updated with security patches.

o IDS/IPS shall be implemented to detect and prevent intrusions.

« Remote access shall be allowed only through secure VPN with MFA.

« Security incidents shall be reported and handled promptly.

o Third-party access shall be controlled, approved, and monitored.

« Regular audits and policy reviews shall be conducted. - ) W4

Network Device Configuration Policy

Purpose
To ensure that all network devices (routers, switches, etc.) are apftgured securely to protect the
Bank’s network from unauthorized access, cyber threats, and misuse.

Scope

This policy applies to:

o All network devices used in the Bank (
o All branches and Head Office
o All personnel responsible for managmg network devices

[oﬁ%masi‘switches, firewalls, Wi-Fi devices)

‘o All network devices; mu?‘t be configured only by the IT Head or authorized IT personnel.
o Default usern}grﬁ

,nd passwords must be changed immediately and strong passwords must

be used.

« Administrative access to network devices must be restricted and controlled.

. On!y i'gq ),:fed services and ports should be enabled; unused ports must be disabled.

. NeﬁworWshould be segregated (e.g., separate network/VLAN for banking systems and internet
PCs). -

« Firewall must be properly configured to allow only authorized trafflc and block unauthorized
access.

« Remote access to network devices, if required, must be secure and approved.

« Configuration changes must be approved and properly documented.

. \"“HAVS% 10| Page
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» Regular backup of device configuration must be taken and stored securely.

e Logs should be enabled and monitored regularly for any suspicious activity.

» Firmware/updates of network devices must be kept up to date.

e Physical access to network devices must be restricted to authorized personnel only.

Customer Awareness Policy / Communication Plan

Purpose

The purpose of this policy is to ensure that customers of The Mahaveer Co-op'érétive Bank Ltd.,
Belagavi are adequately informed and educated about safe banking practi’c:es,zigligital banking risks,
cyber  security threats, fraud prevention, and their rights *;;,,,i:’avnd responsibilities.
This policy aims to promote secure banking behavior, reduce fraud-i @ldents and enhance customer
confidence in banking services in line with RBI guidelines. }

Scope

This policy applies to:

o All customers of the bank (depositors, b@rrow‘érs, digital banking users)

e All delivery channels including branch bankmg, ATM services, internet/mobile banking

o All communication modes such as SMS, email, website, notices, social media, and campaigns
o All bank staff responsible for custome;? interaction and awareness activities

» The Bank shall mamtam ;“;Gustomer Awareness & Cyber Security section on its website.
e The Bank shall «

security. , \
e Awareness sha ,% shared through SMS, email, website, and branch notices.
. Commumcatlon shall be simple and in English and local languages.

é}’t&z regular customer awareness programs on safe banking and cyber

e The Bank shall issue timely alerts on frauds and cyber threats.

. Cuétoméfé shall be advised not to:share OTP, PIN, or passwords.

e Customers shall be advised to report suspicious transactions immediately.

e Branch staff shall educate customers during regular interactions.

e The Bank shall maintain records of awareness programs and communications.
e The policy shall be reviewed annually or as per RBI guidelines.

“
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Remote Access & RDP Control Policy

Purpose

To ensure that remote access to the bank’s systems is secure and to prevent unauthorized use of
Remote Desktop Protocol (RDP).

Scope

This policy applies to:

e All employees of the bank

e IT administrators

e Vendors and third-party service providers
e All systems, servers, and devices connected to the bank netw rk

¢ Remote access and RDP shall be disabled by de@g@lt on aII systems

e It shall be enabled only with prior appréval, om the IT Department / Information Security
Officer. R

* Access must be need-based and time=be

¢ Remote access shall be allowed nnla%;arough secure VPN.

e Direct RDP access over the mfer‘net is strictly prohibited.

e Strong passwords and Mum-Faétor Authentication (MFA) must be used.

o Access shall be given ?mt‘ibﬁwauthorlzed users (least privilege).

« Al remote acce% a&tﬁaﬁes shall be logged and monitored.

e Vendor access half Qe temporary and supervised.

e Any susplaous"a;tfvity must be reported immediately.

Vendorgtﬁ erv ew Policy / SOP
Purpose

To ensure that vendor SLAs are regularly reviewed and monitored for service quality, performance,
and compliance with RBI outsourcing guidelines.

12| Page
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Scope

Applicable to all vendors/service providers engaged by the Bank for outsourced services.

SOP / Policy Guidelines (Point-wise)

* The Bank shall execute formal SLAs with all vendors defining roles, respon51b|||ties and service

levels.

e SLAs shall include key parameters such as:

o
(0]
o
O
O

e The Bank shall review vendor SLAs at the following frequen‘c%

(0]
O

mm——

Service uptime and availability ¥
Turnaround Time (TAT) [
Penalty clauses

Data security and confidentiality
Grievance redressal

Critical Vendors (CBS, IT, Network, ATM, etc.): Quarteﬁy review
Other Vendors: Half-yearly review

e Vendor performance shall be monitored contlnuousIVagamst SLA parameters.

® Any service failure or SLA deviation shall be re&osﬂed and corrective action shall be taken.
e The Bank shall maintain a Vendor Performan&g Rewew Register for audit purposes.

® Non-performance or repeated issues shaﬂ be escalated to higher management.

e The Bank may impose penalties or take action as per SLA terms in case of non-compliance.
e Vendors shall comply with RBI gundeﬁn%s data security, and regulatory requirements.

e Vendors shall provide support duxing%udut inspection, and regulatory review.

e All SLA reviews shall be documentéd and approved by the competent authority.

Purpose

To ensure timely ‘afnd accurate reconciliation of all transactions and accounts to detect discrepancies,
prevent frpud 3’3& aintain financial integrity as per RBI gundelmes

Scope

Applicable to all bank transactions and accounts, including CBS, ATM, NEFT/RTGS/IMPS, clearing,
suspense accounts, and vendor-related transactions.
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SOP / Policy Guidelines {Point-wise)

e The Bank shall carry out reconciliation of all transactions and accounts on a daily basis

(Mandatory).

e All entries in CBS, ATM transactions, interbank transactions, and suspense accounts shall be

reconciled at the end of each working day.

e Unreconciled entries, if any, shall be tracked in a separate register and regularly followed up.

e The Bank shall maintain reconciliation reports and supporting documents f “r’_

inspection.

raudit and

e The Bank undertakes daily reconciliation of all transactions on a mandatorv%aaS’s
e For UPI/IMPS and RTGS/NEFT transactions (through HDFC Bank), r"égqncmatlon is carried out

on a day-to-day basis.

e For ATM and CTS transactions (through IDBI Bank), reconcul/uatlom' also performed daily.

e The Bank conducts monthly reconciliation with all partne ',amg;s
signed by one of the Directors.

nd the same is verified and

e CBS reconciliation is carried out by the respective Brarw,h Heads on a regular basis.

P

e The overall reconciliation and monitoring is perfor.
(HO BM).

%by the Head Office Branch Manager

e All reconciliation records are properly mamtamed“and preserved for audit and regulatory

compliance.

7 i

Browser Security Configuration POlicy"‘ %

Purpose

The purpose of this policy is to en‘&ure secure usage of web browsers within the Bank by minimizing
risks related to malware, pﬁéﬁ%ﬁ" attacks, data leakage, and unauthorized access while accessing

internet-based apphcatig;ns. %,

Scope
This policy apphesito

. Aﬁﬁemp’toy‘ees and users of the Bank
« All devices (desktops, laptops, etc.) used to access the internet
e All web browsers installed on Bank systems

Policy
e Only approved browsers should be used in the Bank.
e Browser settings will be controlled by the IT Department.
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e Browsers must be regularly updated to the latest version.

e Staff should not install any extensions/add-ons without IT approval.
e Unsafe websites and pop-ups will be blocked.

e Staff should not visit unknown or suspicious websites.

e Downloading files from unknown websites is not allowed.

e Saving passwords in the browser is not allowed.

e Security features like phishing protection must be ON.

e Internet usage may be restricted by firewall or security system.

® Any suspicious activity should be reported to IT immediately.

Internet Usage Policy (

Purpose

To ensure safe and secure use of the internet in the Bank and to protect systems and data from cyber

threats.

Scope

This policy applies to:

e All Bank employees
o All systems and devices with |nteme;;3ccess

+ Internet access shall be prevnded only for official work purposes.

e Access to social mgdfa,entertamment and non-business websites should be restricted.

o Users must ﬁ@%y;m t'suspicious or unknown websites.

e Downloading flles, software, or data from untrusted sources is strictly prohibited.
B lmpcsrtaat b@hkmg systems (like CBS, RTGS/NEFT, etc. ) should not be used for general internet

browsing.”

e A separate standalone computér (Internet PC) shall be used for internet browsing, email, and

downloading files.

e This standalone system should not be connected to critical banking systems or internal

network.

e Data transfer from the internet PC to Bank.systems must be done only after proper virus

scanning and IT approval.

.
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« All internet activity may be monitored and controlled by the IT Department.
e Security controls like firewall, antivirus, and web filtering must be enabled.
e Any suspicious activity or cyber incident must be reported to IT immediately.

Desktop & Laptop Management /

Purpose:

To ensure secure configuration, controlled usage, and effective management of desktapsand laptops,
thereby safeguarding the Bank’s information assets from unauthorized access, data Ieak%ge malware,
and operational risks. 4

Scope: .
This policy applies to all desktops, laptops, and endpoint devices, awne’ ased, or used for official
purposes by employees, contractual staff, and authorized users ac:o!es aﬁ ‘branches and offices of the
Bank. v

Policy:

e All desktops and laptops shall be conflgured as per approved security standards prior to
deployment. £ S
o Endpoint protection solutions (anti 'r"fffs/&aR) shall be installed, regularly updated, and

monitored.

e Installation of unauthorized or uﬁiiibeméd software is strictly prohibited.
e Systems shall be secured wL;h astméng passwords and auto screen-lock after a defined period of

’Vm

inactivity.

o Data stored on Iaptops'an/ ‘portable devices shall be encrypted, especially when used outside
Bank premises. ¢, *© W
* Regular update agéhes, and security configurations shall be applied to all systems.

Clean Desk Pplicy:

o Employees shall ensure that no sensitive or confidential information (documents, printouts, and
storage media) is left unattended on desks.
o Allimportant documents shall be securely stored in locked drawers/cabinets when not in use.
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e Computer screens shall be locked when unattended.
¢ At the end of the working day, desks shall be cleared of all sensitive information to prevent
unauthorized access.

Operating System (0S) (

Purpose: ®

The purpose of this policy is to ensure that all operating systems used by tpe Bﬁg{me securely
configured and regularly updated. It aims to protect systems and data from u \authorized access,
malware, and other security threats. The policy also ensures stability anﬁ:\pﬁ'oper' functioning of IT
systems across the Bank, reduces risks arising from vulnerabilities and outcig”t »;ﬁ%“ﬁware, and supports
safe and reliable banking operations through secure system manage e\

This policy applies to all operating systems installed on server >'%Qgg§;<tdps, laptops, and other IT systems
used across the Bank. It covers systems used at branchgs?f ) @gés, and data centers, including those
accessed remotely or used outside the Bank premi§g§.§Mpc;ﬁcy is applicable to all employees, IT
staff, and authorized users, and includes all devices cig{ni%ﬂected to the Bank’s network.

/
&%"/// o

Policy:
e All operating systems shall be in aﬁég and configured as per approved security standards
before use. / '

o Default accounts, password&ﬁgx% d'nnecessary services shall be disabled or removed.

e Regular security updgtgaé}g%ﬁp;?ches shall be applied in a timely manner.

e -Access to system §gtt¥{;§§9 and administrative privileges shall be restricted to authorized IT
personnel only. v

e Anti-virus anﬁ?&m*gr‘ ecurity tools shall be installed, updated_, and active at all times.

e Systems shall t;é“rnonitored regularly, and logs shall be maintained to detect any unusual or
una@theﬁ:ﬁ@éactivity. .

o Qﬁliy Ilcensed and approved operating systems shall be used within the Bank.

e Users'shall not make any unauthorized changes to system configurations.

Database Security (

Purpose: ;
The purpose of this policy is to ensure that all databases of the Bank are securely managed and
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protected from unauthorized access, data leakage, and cyber threats. It aims to safeguard sensitive
customer and financial data, maintain data accuracy and integrity, and ensure that database systems
function reliably. The policy also helps in reducing risks related to data breaches and supports
compliance with regulatory requirements.

Scope'

recovery SItes The policy is apphcable to all employees, database admmlstrato ,,,,:I”’T“"’ staff, and
authorized users who access or manage database systems. W

Policy:

e Access to databases shall be restricted to authorized users based. of&go’fe an’d responsibilities.
e Strong authentication and password controls shall be |mplemente@’l
 Sensitive data shall be encrypted at rest and during transmission.
e Regular database backups shall be taken and tested.
» Database activities and logs shall be monitored for any susmcf@us or unauthorized actions.
e Security patches and updates shall be applied regularh{

e Default settings and unnecessary services shaﬂ be'disz

Zé:

IT Asset Management

Purpose:
The purpose of this policy is to ens%éz "'c')"iaer identification, tracking, and management of all IT assets
of the Bank throughout their {ff’ecyffie It aims to safeguard assets from loss, theft, misuse, or
unauthorized access, ensure" /untablhty, and support efficient utilization of IT resources. The policy
also helps in maintaining agcwrate records and ensuring compliance with audit and regulatory
requirements.

Scope: s -

This policy, appug& w all IT assets of the Bank, including hardware (such as desktops, laptops, servers,
network- devué“%) software, and other technology resources used across branches, offices, and data
centers. It coyers assets owned, leased, or used for official purposes and is applicable to all employees,
IT staff, and authorized users handling such assets.

Policy:

» AllIT assets shall be recorded in a centralized asset register with unique identification.
 Assets shall be properly tagged, tracked, and periodically verified.
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* Allocation and movement of assets shall be documented and approved.

* Only authorized and licensed software shall be installed on systems.

* Regular maintenance and updates of assets shall be carried out.

» End-of-life assets shall be disposed of securely as per defined procedures.
* Any loss, damage, or misuse of assets shall be reported immediately.

Data Retention & Disposal ( “

Purpose:
The purpose of this policy is to ensure that the Bank’s data is retained for an;?appropi"fi%te period as per
business, legal, and regulatory requirements, and disposed of securely w en no longer required. It
aims to protect sensitive information from unauthorized access, prevel :»cf‘éﬁt'a leakage, and ensure
efficient storage management while maintaining compliance withé@piﬂic%ﬁf‘e» laws and RBI guidelines.

Scope:
This policy applies to all data and records of the Bank,ﬁilhﬁguding physical and electronic data,
maintained across branches, offices, data centers, and disa ecovery sites. It covers all employees,

%
%

IT staff, and authorized users responsible for handling stgrfﬁg? and disposing of such data.

Policy:

e Data shall be retained only for t eriod specified under regulatory, legal, and business

requirements. 7% Qo
¢ Adefined data retention sch*e&}fé@s%all be maintained and followed.
e Sensitive and confidentialsﬂ%a;;‘ shall be stored securely during the retention period.
+ Data thatis no Iongéi"-’

i ,,\,*’éa shall be disposed of in a secure manner to prevent unauthorized
access or recovety. .

 Electronic data sh%%e permanently deleted using secure methods, and physical records shall
be shredded ord stroyed.

. Prog/er)reé&gjs of data disposal shall be maintained for audit purposes.

. B:,a;fkﬁif?;gaf&a?;hall also follow defined retention and disposal guidelines.

Removable Media / USB Control Policy

Purpose

* To protect bank systems and data from unauthorized access and data leakage
 To prevent malware infections through USB/removable devices
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Purpose:

e To ensure secure and controlled use of removable media in bank environment
Scope

» Applies to all bank employees, IT staff, and vendors
» Covers all systems, laptops, desktops, servers, and network devices
¢ Includes all removable media such as USB drives, external hard disks, CDs, mem(ff%args

Policy

* USB and removable media access shall be blocked by default on all
 Access shall be allowed only with prior approval from IT Department./ Informatlon Security
Officer »

e Only approved and reglstered devices shaII be permltted
All devices must be scanned for malware before use %,

e All USB usage must be logged and monitored, fhmugvh security tools
e Personal or unapproved USB devices are strlctfv prohnblted

e Sensitive or customer data must not bg comed without authorization

e Secure deletlon of data must be done usmg IT-approved tools (not simple delete/format)
e Physical destruction shall be donefm unusable or retired devices

e Vendor access shall be temmrarv/and supervised only

e Any violation must be rerfoﬂ:ed lmmedlately to IT / Information Security Officer

Vendor / Outsourci@gﬁM#ﬁ%’gement %

The purpose of is vpohcy is to ensure that all vendors and outsourced service providers engaged by

the Bank are rhaﬂagéd securely and do not pose risks to the Bank’s information systems and data. It
aims to prm;ect ‘the Bank from operational, security, and compliance risks arlsmg from third-party
arrangements and to ensure adherence to regulatory requirements, including RBI guidelines.

Scope:
This policy applies to all third-party vendors, service providers, and outsourcing arrangements involving
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IT systems, data processing, and other critical services of the Bank. It covers all departments and
employees involved in vendor selection, engagement, and management across branches and offices.

Policy:

e Vendors shall be selected based on proper due diligence, including security and risk
assessment. '

e All vendor engagements shall be governed by formal agreements with., d@fmed roles,
responsibilities, and security requirements.

 Appropriate confidentiality and data protection clauses shall be included in allcontracts

e Access to the Bank’s systems and data shall be provided to vendors cm 1 a need-to-know and
authorized basis. .

e Vendor activities shall be monitored and reviewed periodiégi%ly; for performance and security
compliance. )

* (Critical vendors shall be subject to periodic audits and risk assessments.

e Any data shared with vendors shall be protected and- usad only for authorized purposes.

e Vendor access shall be revoked |mmed|ately upon c(‘)mpletlon or termination of the contract.

Business Continuity & Disaster Recoverw(BCP & DR)

Purpose:
The purpose of this policy is to ensure the" Bdhk can maintain critical operations and recover promptly
in the event of a disruption, disaste| of%véer incident. It aims to minimize downtime, protect data and
systems, and ensure umnterrupted” nking services for customers, while complying with regulatory
and RBI guidelines. \ 0 Gl

Scope: % J
This policy applies to. aii x;r?tlcal banking operations, IT systems, applications, data, and infrastructure
across branches, offnce&,/data centers, and disaster recovery sites. It covers all employees, IT staff, and
vendors mvolved"w yusiness continuity and disaster recovery processes.

e The Bank shall maintain a documented Business Continuity Plan (BCP) and Disaster Recovery (DR) plan
covering all critical operations.
e A designated DR site shall be maintained with infrastructure, applications, and data replicated as per

defined Recovery Point Objective (RPO) and Recovery Time Objective (RTO).
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e Periodic testing and simulation of BCP and DR plans shall be conducted to ensure readiness and
effectiveness.

* Employees shall be trained on BCP & DR procedures and emergency response protocols.

e Critical processes, IT systems, and applications shall be prioritized for recovery in case of disruption.

e Vendors supporting critical operations shall be included in BCP & DR planning and testin}gs_

e Incident reporting and escalation procedures shall be clearly defined and followed.

Password Policy

Purpose:
The purpose of this policy is to ensure the creation, use, and manage nt of strong passwords to
protect the Bank’s systems, applications, and sensitive data frém mamhonzed access. It aims to
maintain confidentiality, integrity, and security of information asse whlle reducing the risk of security
breaches. ‘

Scope:
This policy applies to all employees, contractors, a@df authonzed users who access the Bank’s IT
systems, applications, and network resources, mcludmgx:lesktops laptops, servers, and online banking
platforms.

Policy:

o All users must create strong, ,:r’ﬁﬁne passwords that meet defined complexity requirements
(e.g., a mix of uppercase, IOWeftase numbers, and special characters).

e Passwords must be chazngaﬁ periodically, as per the Bank’s defined schedule.

e Sharing of passward‘s or use of another user’s credentials is strictly prohibited.

o Default systenqu«pqéswords must be changed immediately upon installation or deployment.

o Password;@us\t"’"mét be written down, stored in unsecured files, or shared over email.

o Mgli’ @?W’éuthentication (MFA) shall be implemented wherever applicable to enhance

o Accounts shall be automatically locked after a defined number of failed login attempts.

e All network devices, systems, and applications must have their default usernames and
passwords changed immediately at the time of installation or first use.

» Use of factory default credentials is strictly prohibited under any circumstances.
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Privileged Access Management (PAM) Policy

Purpose

e To control and secure privileged (admin) access to bank systems
e To prevent unauthorized access, misuse, and security risks

e Applies to all employees with admin/privileged access
e Covers IT administrators, system users, and vendors oy
o Applicable to all systems, servers, applications, and network devices

e Privileged access shall be restricted and not granted bygefaulf
e Access shall be provided only on need basis and wnthapproval
e Access shall be time-bound and documented 4
e Users must have separate admin and normal: It
e Sharing of admin credentials is strictly ﬁ;gohib_ited

« Strong passwords and MFA must be used‘“’(”""

e All privileged activities shall be logg}ﬂ ﬁad monitored

* Access rights shall be reviewed p ?ﬁ;cally

e Access shall be revoked imﬂrﬁe&;a/tvéiy when not required
 Vendor access shall be tghﬁ@rafy and supervised

« 'Any suspicious actiyit&%yé‘tﬂbe reported immediately

accounts

Access Control Po \

Purpose: .

The purpt)se ‘of thls policy is to ensure that access to the Bank’s systems, applications, and data is
granted oniv to authorized personnel, based on their role and responsibilities. It aims to prevent
unauthorized access, protect sensitive information, and maintain the confidentiality, integrity, and
availability of the Bank’s information assets.

Scope:
This policy applies to all employees, contractors, vendors, and authorized users who require access to
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the Bank’s IT systems, applications, network resources, and data across branches, offices, data centers,
and remote locations.

Policy:

e Access to all systems and applications shall be provided on a need-to-know and role-based
basis.

» All users must have unique login credentials; shared accounts are prohibited.

e Privileged or administrative access shall be restricted, monitored, ané‘&approved by senior
management.

Ay
» Access rights shall be reviewed periodically to ensure they remain ap %yw&ate

e Temporary access for projects or third parties shall have defined e;(%gy%and monitoring.
e Multi-factor authentication (MFA) shall be used wherev
security.

ible to strengthen access

e All access activities shall be logged and monitored for s spicious or unauthorized activity.
e Immediate revocation of access shall be done upon
termination.

nployee exit, role change, or contract

J/,,AA, 44;:
Roles & Responsibilities ~ Information S’%curif?”Policies
B #

1. Board of Directors / Senior Managemenﬂ‘?x

e Approve all IT and Informatlcn Sg;urlty policies, including BCP/DR, Access Control, and Data
Security policies. v

e Provide overall govemame aﬁd oversight of IT risk management, cyber security, and regulatory

* compliance. } '

e Ensure adequratﬁé f«gﬁaurces are allocated for IT security, disaster recovery, and employee
training.
« Review périodic reports on IT security incidents, audits, and policy compliance.

Risk & IT Steering Comrhittee:

¢ Monitor implementation of IT and information security policies.
e Review risk assessments, IT audits, vulnerability scans, and compliance reports.
* Recommend improvements to IT processes, policies, and disaster recovery plans.

3. Chief Information Security Officer (CISO) / IT Head: *
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e Implement, maintain, and enforce IT and information security policies across the Bank.

» Oversee security of desktops, laptops, servers, databases, network, and applications.

» Approve privileged access, monitor user activities, and enforce access control policies.

» Ensure regular data backup, retention, and secure disposal practices are followed.

» Coordinate Business Continuity & Disaster Recovery (BCP/DR) planning, testing, and reporting.
» Ensure compliance with RBI guidelines, statutory, and regulatory requirements.
» Oversee vendor and outsourcing security compliance and monitor third-party accessf
» Manage IT asset inventory, lifecycle, and secure disposal. A Y

» Conduct periodic awareness programs and training for staff on IT and secunfypollues

4. IT Department / System & Network Administrators:

 Deploy, configure, and maintain desktops, laptops, servers, omrat»ing systems, databases, and
network infrastructure. %/

* Implement network security measures including flrewaiis lDS/IPS and secure communication
protocols. 4

e Apply timely OS, software, and security patches on aﬂ systems
e Monitor and manage backups, restoration’ tests %nd secure storage of backup media.
» Control access rights and privileges as p’

r.role- based access control (RBAC) policy.

e Implement endpoint security measurg’s sucf'l/és antivirus/EDR on desktops, laptops, and servers.
e Monitor email systems for secunty thre"%ts and enforce secure email practices.

e Scan removable media before use and enforce restrictions on unauthorized devices.

e Maintain logs, monitor systgi“ﬁ actlwty, and report any suspicious events.

e Assist in testing and exe@utmg BCP/DR plans, including DR site readiness.

« Manage secure dis %al gflT assets and data in accordance with retention and disposal policy.

5. Database Admiﬁ'is’ér@&é,rs‘"(DBAs):

e Ensure secfu;l:g configuration, access control, and regular patching of all databases.
. Imple%?en’f/encryption for sensitive data at rest and in transit.

« Monitor database activity logs for anomalies and unauthorized access.

* Maintain periodic database backups and validate restoration procedures.
 Coordinate with IT Head/CISO on database security and regulatory compliance.

6. All Employees / Users:
- =
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»

e Comply with IT, information security, and data protection policies.

* Maintain strong passwords and secure login credentials; do not share passwords.

o Use desktops, laptops, and IT systems responsibly; do not install unauthorized software.

« Follow clean desk, clean screen, and removable media policies.

e Report lost, stolen, or compromised devices immediately.

e Participate in IT awareness and security training programs.

e Ensure proper handling of sensitive data, following classification, retentlon, amj disposal
guidelines. £

e Adhere to secure email practices and do not open suspicious links or attachﬁ%p&s

7. Vendors / Third-Party Service Providers:

e Comply with all contractual and security requirements defrtigdhy the Bank.
e Ensure access to Bank systems is controlled, monitored, and restrlcted to approved purposes.
» Follow data protection, confidentiality, and encryptionsrequirements.

e Report any security incidents or breaches promptlwtd-i e Bank’s IT/CISO team.

8. Compliance & Audit Teams:

e Conduct periodic audits of IT systems*@mcesses access controls, backups, and BCP/DR
readiness. >N
e Verify compliance with internal peﬁm RBI guidelines, and regulatory requirements.

e Report gaps and recommend cor?ﬁfétlve actions to management and the Board.
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